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PURPOSE AND SCOPE

Skillset Senior College Limited (SSC) requires personal information to carry out the functions and activities of the
organisation. This policy outlines how SSC will collect, use, disclose, store and protect personal information, and
how individuals may correct personal information, or make a complaint regarding a privacy breach.

This Policy applies to all records of personal information, about any individual, held in any form by SSC.
DEFINITIONS

Privacy: an individual's right to control their personal information; including how it is collected, used, and disclosed.
It encompasses the protection of personal data from misuse, unauthorised access, and unwarranted intrusion.

Personal information: information, or an opinion, that could identify an individual, and includes an individual’s:
name, signature, address, phone number, date of birth, next of kin details, photographs, student records, employee
records, attendance records, financial information, internet protocol (IP) addresses and location information.

Sensitive information: is a type of personal information about an individual’s: racial or ethnic origin, political
opinions or associations, religious or philosophical beliefs, trade union membership or associations, sexual
orientation or practices, criminal record, health or genetic information, some aspects of biometric information.

Health information: is a subset of sensitive information; being any information or opinion about the health
(including iliness, disability or injury) of an individual, the individual’s expressed wishes about the future provision of
health services, or a health service provided, or to be provided, to an individual.

POLICY

SSC is committed to the highest quality service provision, which includes upholding, protecting and respecting an
individuals’ right to privacy.

SSC collects, holds, uses and discloses personal information to carry out its functions and activities. In its
management of this information, SSC will ensure compliance with the Privacy Act 1988 (Cth), the Australian
Privacy Principles and the Health Records and Information Privacy Act 2002 (NSW).

As such, SSC will:

e Ensure open and transparent management of personal information by informing stakeholders of what

information is collected and why.
Only collect personal information genuinely required for operational and legal requirements.
Collect personal information only by lawful and fair means and not in an unreasonably intrusive way.

e Use personal information only for the primary purpose for which it was collected or a directly related purpose,
or for another purpose with the individual’s consent (or where specified law enforcement or public health and
public safety circumstances apply).

e Take reasonable steps to ensure the personal information collected is accurate, up to date and complete.

¢ Not disclose information to a third party (without consent or unless required by law) and take reasonable steps
to protect personal information held from misuse, interference and loss, and from unauthorised access,
modification or disclosure.

e Government related identifiers (e.g., driver’s license or Medicare number) will not be adopted, used or
disclosed.

e Upon request, provide individuals with access to their own information, and the right to seek its correction.

o Take reasonable steps to destroy or permanently de-identify personal information no longer required (provided
SSC is not legally required to retain the information).

¢ Inthe event a suspected data breach, take appropriate action and notification procedures in accordance with
relevant legislation, including where relevant notification to the Office of the Australian Information
Commissioner (OAIC).

e Provide training to its staff on the policy and related legislation.
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Collection of personal and sensitive information

The purposes for which SSC collects personal information depends on the relationship of the individual with SSC.

Our primary purposes and use for collecting personal information include, but are not limited to:

analysis.

assessing student applications for enrolment.
providing education, schooling and school activities (including ancillary services).

providing for students’ educational, social and health wellbeing.

satisfying our legal obligations including our duty of care and child protection obligations.
day-to-day administration of SSC, including for funding, insurance and accreditation purposes.
making required reports to government authorities.
keeping parents informed SSC community matters through direct and general correspondence.
supporting the activities of SSC.

helping to improve our day-to-day operations.
systems development, developing new programs and services, undertaking planning, research and statistical

the employment and management of staff or volunteers.
marketing, promotional and fundraising activities.

Personal information likely to be collected

The types of information SSC collects varies, but is likely to include personal information, including health
information and other sensitive information. The following table provides an overview of the types of personal
information likely to be collected, it is not intended to be an exhaustive list:

Types of personal information collected Types of sensitive information collected
Students Name, address, phone number, date of birth, Religion, languages spoken at home, religious
NESA student number, USI Number, next of records, whether Aboriginal or Torres Strait
kin details, emergency contact numbers, Islander, nationality, country of birth, medical
names of doctors, assessments, referrals background and records, immunisation
(e.g., government welfare agencies/ records, medical treatment plans (NDIS plans,
departments), correspondence with parents, allergy plans etc), accident reports, absentee
photos/videos, current/previous school records | notes, medical certificates, allergy information,
and reports, health fund details, Medicare psychological/ psychiatric/ psychometric
number, results of assignments, tests and information, developmental history, diagnosis
examinations, conduct and complaint records, | of disorders, learning details (special
other behaviour/conduct records, surveillance | procedures/ assessment for speech,
records (e.g. from CCTV / monitoring). occupational, hearing, sight, ADD, Educational
Cognitive (1Q) etc), Family Court orders,
criminal records.
Parents/ Name, address, email address, phone Religion, languages spoken at home, religious
carers number, date of birth, occupation, schooling records, whether Aboriginal or Torres Strait
and qualification levels completed, Islander, nationality, country of birth, custody
correspondence, details of other children, and access to child details (including Family
professional experience and reported personal | Court Orders).
news, workplace surveillance records (e.g.
from CCTV / monitoring).
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Job Name, company name and ABN, phone Place of birth, religion, criminal record check,
applicants, number, email address, tax file number (TFN), | relevant child protection law information,
Directors, date of birth and age, contact details of next of | member of professional associations, trade
staff kin, emergency contact numbers, union membership, country of birth and
members, qualifications, education, academic transcript, | nationality, whether Aboriginal or Torres Strait
contractors | resume/CV, position applications, references, Islander, residency status/work visa status,

former employer/s details, record of interview,
work permits, bank account number,
superannuation details, employment contracts/
letters of appointment, performance review/
assessment and related information, leave
applications and records, discipline issues,
complaint records, investigation reports,
professional development records,
photograph, workplace surveillance records
(e.g. from relevant CCTV / monitoring),
resignation records.

identification documents (e.g. passport, drivers
licence), health information (e.g., details of
disability and/or allergies, and medical
certificates), information of medical condition
affecting ability to perform work, compensation
claims.

3.3

How we collect information

The collection of personal information depends on the circumstances in which SSC is collecting it, and may

include:

a) Personal information you provide: SSC collects personal information about an individual directly from the

individual (or their parent / carer in the case of students). This includes by way of correspondence, forms, face-
to-face meetings, interviews, emails and telephone calls.
b) Personal information provided by other people: In some circumstances SSC may be provided with personal

information about an individual from a third party, for example a report provided by a medical professional, a
reference from another school or a referee for a job applicant. If a student transfers to a new school, the new
school may collect personal information about the student from the student’s previous school to facilitate the

3.31

3.3.2

3.3.3

transfer of the student.

c) Personal information from other sources: personal information may also be collected through other means
such as financial transactions, our website, surveillance activities (for example CCTV security cameras, IT use
monitoring).

Our website

Information may be collected on how individuals use our website, via “cookies” and other data collection methods,
including on website activity such as the number of visitors, the number of pages viewed and the internet
advertisements which bring visitors to our website. This information is collected to analyse and improve SSC’s
website, marketing campaigns and to record statistics on web traffic. This information is not used to personally
identify individuals.

Social Media

Social networking services such as LinkedIn, Facebook, Instagram, TikTok and YouTube are utilised by SSC for
community engagement and promotional purposes. Personal information may be collected through these
platforms, and social networking services may also handle personal information for their own purposes. These sites
have their own privacy policies which individual are encouraged to review. SSC’s use of social media promotes
compliance with the Online Safety Amendment (Social Media Minimum Age) Act 2024.

Unsolicited information

SSC may also be provided with personal information without having sought it through requested means (known as
unsolicited information), for example, by:

e misdirected electronic or postal mail — emails, messages, letters, notes, documents

¢ employment applications sent to us that are not in response to an advertised vacancy

e additional information provided to us which was not requested.
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Unsolicited information will only be held, used and or disclosed if it is considered as personal information that could
have been collected by normal means. If that unsolicited information could not have been collected by normal
means SSC will destroy, permanently delete or de-identify the personal information as appropriate.

Who we disclose personal information to

Personal information is used for the purposes for which it was given to SSC, or for purposes which are directly
related to one or more of our functions or activities.
This may include to:

e other schools and teachers at those schools, including a new school to which a student transfers to facilitate
the transfer of the student.

¢ government departments (including for policy and funding purposes, and to meet legal obligations).

e agencies and organisations to whom SSC is required to disclose personal information for education, funding
and research purposes.

e anyone to whom SSC is required or authorised to disclose the information to by law, including child protection
laws.

e medical practitioners.

e people providing educational, support and health services to SSC, including specialists, visiting teachers,
coaches, volunteers, and counsellors.

e providers of learning and assessment tools.

e assessment and educational authorities, including the Australian Curriculum, and Assessment and Reporting
Authority (ACARA).

e other entities in our organisation structure, but only if necessary, for us to provide our products or services.

e providers of specialist advisory services and assistance to SSC (including in law, human resources,
governance, child protection, information and communication technology (ICT), supporting students with
additional needs, administrative and financial services).

¢ with specific consent, to recipients of SSC publications, such as newsletters and magazines.

e students’ parents or carers.

e anyone you authorise SSC to disclose information to.

Sending and storing information overseas

SSC will not generally send personal information out of Australia. Where this is required by an individual, this will
only occur with their consent. Where information is provided to these entities outside of Australia, SSC will not be
liable to for any breach of the Australian privacy law by such recipients.

SSC uses online or ‘cloud’ service providers to store personal information and to provide services to SSC, such as
services relating to email, instant messaging and education and assessment applications. Some limited personal
information may also be provided to these service providers to enable them to authenticate users that access their
services and provide technical support. This personal information may be stored in the ‘cloud’ which means that it
may reside on a cloud service provider’s servers which may be situated outside Australia.

How we store personal information

Personal information is kept through a combination of secure computer storage facilities and other records. SSC
uses information management and storage systems provided by third party service providers. Personal information
is stored with and accessible by the third-party service providers for the purpose of providing services to SSC in
connection with the systems.

Records may be maintained for a significant period, as outlined in SSCPOL006 - Records Retention and
Protection Policy. However, when the information is no longer needed, SSC will remove any details that will
identify an individual or securely destroy the records, if it is lawful to do so.

Storage or transmission of personal information provided to SSC, on the personal devices of staff, is not permitted.

Security of personal information

SSC takes all reasonable steps to protect the personal information held from misuse, loss, unauthorised access,
modification or disclosure. SSC uses various methods to ensure the security of information which include:
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e Restricting access to information on a need-to-know basis with different levels of security being allocated to
staff based on their roles and responsibilities.

e Ensuring hard copy files are stored in lockable filing cabinets in lockable rooms. Access to these records is
restricted to staff on a need-to-know basis.

¢ Implementing physical security measures around SSC buildings and grounds.

o Implementing ICT security systems, policies and procedures, designed to protect personal information storage
on our computer networks.

¢ Implementing human recourses policies and procedures, such as email and internet usage, confidentiality and
document security policies, designed to ensure that staff follow correct protocols when handling personal
information.

o Undertaking due diligence with respect to third party service providers who may have access to personal
information, including cloud service providers, to ensure as far as practicable that they are compliant with the
Australian Privacy Principles or a similar privacy regime.

Access and correction of personal information

Under the Privacy Act an individual has the right to seek access to, and/or correction of, any personal information
which SSC holds about them. Students will generally be able to access and update their personal information
through their parents, but older students may seek access and correction themselves. There are some exceptions
to these rights set out in the applicable legislation.

To make a request to access, update or correct any personal information held about you or a student, please
contact the Operations Manager via email FeedbackandAdvice@skillset.nsw.edu.au or phone 1300 167 794.

SSC will require you to verify your identity and specify what information you require. SSC may charge a reasonable
fee for giving access to your personal information (but will not charge for the making of the request or to correct
your personal information). If the information sought is extensive, SSC will advise the likely cost in advance.

There may be occasions where parents/carers are denied access to information with respect to their children,
because to provide such information would have an unreasonable impact on the privacy of others, or result in a
breach of SSC’s duty of care to the student.

Where a request is refused, a written response will be provided explaining the reasons for refusal (unless,
considering the grounds for refusing, it would be unreasonable to provide specific reasons) and how to make a
complaint.

Consent and rights of access to the personal information of students

SSC respects every parent’s right to make decisions concerning their child’s education. Generally, SSC will refer
any requests for consent and notices in relation to the personal information of a student to the student’s parents.
Generally, SSC will treat consent given by parents as consent given on behalf of the student and notice to parents
will act as notice given to the student.

Parents may seek access to personal information held by SSC about them or their child by contacting SSC (details
in the section above ‘Access and correction of personal information’). However, there may be occasions when
access is denied. Such occasions may include (but are not limited to) where SSC believes the student has capacity
to consent and SSC is not permitted to disclose the information to the parent without the student’s consent, where
release of the information would have an unreasonable impact on the privacy of others, or where the release may
result in a breach of SSC’s duty of care to the student.

SSC may, at its discretion, on the request of a student grant that student access to information held by SSC about
them or allow a student to give or withhold consent to the use of their personal information, independently of their
parents. This would normally be done only when the maturity of the student and/or the student’s personal
circumstances warrant it.

Enquiries and complaints
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If you would like further information about the way SSC manages the personal information it holds, please contact
the Head of College or Operations Manager via email FeedbackandAdvice@skillset.nsw.edu.au, or phone 1300
167 794.

SSC will manage all complaints in accordance with SSCPOL016 - Feedback and Complaints Policy.
If you are not satisfied with our response, you may make a complaint to the Office of the Australian Information
Commissioner via their website

NON-COMPLIANCE

Failure to comply with Skillset Senior College Policy may result in disciplinary action, up to and including the
termination of employment or termination of contractual arrangements.

RELATED INFORMATION

Related Legislation and Other Requirements

Privacy Act 1988 (Cth) and Australian Privacy Principles
Health Records and Information Privacy Act 2002 (NSW)
Online Safety Amendment (Social Media Minimum Age) Act 2024

Related Documents

SSCPOLO016 - Feedback and Complaints Policy

SSCPOLO006 - Records Retention and Protection Policy

REVIEW HISTORY

Version | Revisions/Changes Date

1 New policy. Mar 2026

CONTROLLED DOCUMENT - Printed copies uncontrolled Page 6 of 7



mailto:FeedbackandAdvice@skillset.nsw.edu.au
https://www.legislation.gov.au/C2004A03712/latest/text
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-guidelines
https://legislation.nsw.gov.au/view/whole/html/inforce/current/act-2002-071
https://www.legislation.gov.au/C2024A00127/asmade/text

Sehool... but mot ac you know it "

PRIVACY POLICY

Policy: SSCPOL019:1 Approver: Skillset Senior College Board

Date Approved: March 2026 Review Date: March 2028

ANNEXURE 1: STANDARD COLLECTION NOTICE

The standard collection notice below is designed to ensure students and parents/carers are aware of a College’s handling
of their personal information during the student's enrolment at SSC. This standard collection notice will not be able to
cover every situation where SSC collects personal information.

STANDARD COLLECTION NOTICE

1.
2.

10.

11.

12.

Our full Privacy Policy is accessible on our website.

SSC collects personal information, including sensitive information about students and parents / carers before and
during a student’s enrolment at SSC. The primary purpose of collecting this information is to enable SSC to provide
schooling to the student and to enable them to take part in all activities of SSC.

Some of the information we collect is to satisfy SSC’s legal obligations, particularly to enable SSC to discharge its
duty of care.

Laws governing or relating to the operation of schools require certain information to be collected and disclosed.
These include relevant Education Acts, Public Health, and Child Protection laws.

Health information about students is sensitive information within the terms of the Australian Privacy Principles
under the Privacy Act. We may ask you to provide medical reports about students from time to time.

SSC, from time to time, discloses personal and sensitive information to others for administrative and educational
purposes, including facilitating the transfer of a student to another school. This includes other schools, medical
practitioners and people providing services to SSC, including specialists, visiting teachers, sports coaches,
volunteers and counsellors.

Personal information collected from students is regularly disclosed to their parents or guardians. On occasions,
information such as academic and sporting achievements, student activities and other news is published in College
print media and on College administered social media sites and on our website.

Parents may seek access to personal information collected about them and their child by contacting SSC. Students
may also seek access to personal information about them. However, there will be occasions when access is
denied. Such occasions would include where access would have an unreasonable impact on the privacy of others,
where access may result in a breach of SSC’s duty of care to the student, or where students have provided
information in confidence.

SSC Privacy Policy also sets out how you may complain about a breach of privacy and how SSC will deal with
such a complaint.

On occasions information such as academic and sporting achievements, student activities and similar news is
published in College newsletters and magazines and on our website. Photographs of student activities such as
sporting events, College camps and excursions may be taken for publication of College newsletters and magazines
and on our website, with specific consent.

If you provide SSC with the personal information of others, such as doctors or emergency contacts, we encourage
you to inform them that you are disclosing that information to SSC and why.

A student’s enrolment may be delayed or prevented if SSC cannot collect certain personal information. This is
particularly so where the information is relevant to the health and safety of the student, other students and/or staff.
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